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1.Environment Setup.
I was required to setup the environment of OWASP Juice Shop and DVWA.

A. OWASP Juice Shop

I started by installing docker using terminal for containerization as seen below;

Then I enabled it as seen below;

I then confirmed the docker version using a command seen below;

After completely setting up docker I then pulled juice-shop from github using the 
following command;



Then I confirmed by checking the active processes in docker using the following 
command;

Then I accessed OWASP Juice Shop from my browser with port 3000 as seen below;



B.DVWA
As I have already enabled docker , I just pulled dvwa from github using the 
following command seen below;

I then accessed it from by browser as localhost. This can be seen in the below 
screenshot;



2.VULNERABILITY SCANNING
I was required to perform vulnerability scanning on both OWASP Juice Shop and 
DVWA using Acunetix , OWASP ZAP and nikto tools.

A.Acunetix
I installed and started the service of acunetix as seen in the below command;

I then accessed acunetix using my browser from port 3443 as configured and its 
login page is as seen below;



It’s dashboard to add targets is as seen below;

Then I added  juice shop URL as my first target to get the vulnerability scanning as 
seen below;



It performed the scan for the juice shop target and gave out scan information as 
seen below;

Explanation of the vulnerabilities seen above;
1.Redis unauthorised access vulnerability
Redis is an in-memory data store often used as a database, cache, and message 
broker. By default, Redis is configured to allow connections from any client without 
authentication. If an instance is exposed to the internet (or an untrusted network) 
and lacks a password, anyone can connect to it and read or modify its data.



Juice Shop uses a Redis instance for certain functionalities. Acunetix found that this 
instance is accessible without a password. An attacker could potentially view 
sensitive application data stored in redis and even corrupt or delete data.

2.Slow HTTP Denial of Service Attack
This is a type of low-bandwidth Denial-of-Service (DoS) attack. The attacker opens a 
connection to the web server but then sends HTTP requests extremely slowly 
If an attacker does this with many simultaneous connections, they can exhaust all 
available connections on the server, making it unable to respond to legitimate users.
The web server is configured to wait for a full request and does not have timeouts to 
drop these maliciously slow connections. This makes it vulnerable to this kind of 
resource exhaustion attack.

3.Unencrypted Connection
The application is being served over plain HTTP instead of HTTPS. Any data 
transmitted between the user's browser and the server (including passwords, 
session cookies, and personal information) is sent in clear text. Anyone on the same 
network can eavesdrop on this traffic and steal this sensitive information.

The site’s structure is as seen below;



Then I ran a vulnerability scan for DVWA using acunetix as seen below;
I added dvwa’s URL in the target of acunetix as seen below;

The following where the vulnerabilities discovered by acunetix;

Many vulnerabilities like directory listing, redis unauthorized access vulnerability, 
clickjacking and  cookies without secure flag ser were discovered as seen in the 
bigger picture below;



The DVWA’s site structure is as seen below;



B. OWASP ZAP
I first installed and started ZAP as seen below;

On starting this is how it looked like;

I then added DVWA as my first target and ZAP was able to to discover several 
vulnerabilities as seen below;



As seen above it was able to discover directory listing vulnerability and also below 
it discovered missing anti-clickjacking header;



Also I added juice-shop as my target to scan for vulnerabilities as seen 
below;

Above it was able to discover sql injection in dvwa website which is possible with a 
high risk of compromise. 
Also it was able to discover cross-domain misconfiguration as seen below;

Also timestamp disclosure was also discovered  by the application/web server as 
seen below;



Also information disclosure was discovered as response appeared to contain 
suspicious comments which may help an attacker as seen below;

And many other vulnerabilities were discovered by ZAP using DVWA as a test 
environment.



C: NIKTO
I first installed nikto using a command as seen below;

Then I started by performing a vulnerability scanning for Juice Shop as seen below;

Several vulnerabilities were discovered and exposed files were shown as seen 
below;

I saved the results in a text file as seen below;



Then I also scanned for vulnerabilities from DVWA and several were discovered as 
seen below;

3. EXPLOITATION OF VULNERABILITIES.

A. OWASP Juice Shop
On opening juice shop below is how the website looked like;



Then I just tried to through the inspect developer tool to get to understand and 
discover insights about the website;

On searching I discovered a path to score-board as seen above so I had to visit and 
see what it is about as seen below;



I was able to get to the score board page and it was also part of the challenge so as 
seen above I was able to get my first point from this task.

Then the website had an input field to search something, I tried to test if it is 
vulnerable to XSS by crafting a payload and testing it to get an alert as seen below;

As seen above the field was vulnerable to DOM XSS and I as able to solve my second 
task. 
I tried to go through the inspect tools to get to know how it was parsed and I 
discovered it as seen below;



Then from the score board there was another task to use a bonus payload in the 
DOM XSS challenge where I had to copy and paste the crafted payload to the search 
bar as seen below;

After submitting the payload I was able to solve the challenge and play an audio 
embedded from the payload as seen above.



Then on exploring the website I found a login page, where I started testing for SQL 
injection as seen below;

After submitting that I was able to login as admin as seen below;

And that was all needed to solve the task above.

While logged in I was able to visit and read the privacy policy page and 
it rewarded me with another solve to the tasks present in this 
vulnerable website as seen below;



Lastly on exploring the website I came across a chatbot where the description was 
bully chatbot , so all I had to do was to bully it until it releases a coupon code to 
solve the lab as seen below;

As seen above I was able to extract the coupon from it by just typing coupon 
multiple times until it got bullied and released the coupon for me.
For now that was all I had to do to solve multiple tasks in this vulnerable website .



B: DVWA
On opening DVWA, all vulnerabilities to practice have been listed well for easyness 
as seen below when I started exploiting them one after another;

1.Brute force
This was the first vulnerability listed in DVWA as seen below;

Then I started analyzing the source code to understand how it works and I saw that 
it uses a GET method to retrieve the submitted username and password inputs, also 
I noticed there is no sanitization or escaping of the user inputs as seen below;



I then tried a test credential as seen below just to capture the traffic in 
burpsuite;

This is how the traffic looked like in burpsuite;

I then right clicked on it to send it to the  intruder where the brute force attack will 
be conducted as seen below;



I then added the symbols around the parameter that I want to brute force in this 
case its the password part indicating that the attack will be focused on that specific 
value as seen below;

Then I selected the simple list as the payload type to add potential passwords for the 
brute force attack as seen below;



After 

starting the attack, I checked for the response length where a successful login 
usually changes the content length compared to failed attempts as seen below;

The above shows that “password” is the correct password that was successful so 
taking it to our login page I was able to login as admin, as it can be seen below;



2.Command Injection
First command injection is when an attacker can run any commands on a remote 
system and below is a screenshot of how this task looks like;

Then on analyzing the source code, I saw that the input requires an IP address, 
triggering a ping command via shell_exec as seen below;



I tried to input my localhost IP  and  triggered the ping command to observe the 
execution process;

Then I modified the command a bit to try view passwords as seen below;

As 
seen 

above the semicolon allows me to run multiple commands in a single 
line to give  out output that is sensitive;



3.CSRF
The front page for this task just requested to change the password so I tried going to 
check the source code as seen below;



This is how the page looks like;

The code actually uses a GET method and so I tried changing the password to admin 
and I saw the request was handled using the GET method with parameters included 
directly in the URL, so I went to craft the URL with parameters and sent it to a 
victim
Below is how I went to encode the crafted URL using burpsuite;



Now when a victim click on it , their password will be automatically changed as 
long as they are logged in as seen below;

4.File Inclusion
File inclusion is a vulnerability where an application lets users choose which files to 
load and if not handled securely, hackers can exploit it to load sensitive files or even 
run harmful code.
Below is how the landing page for the task looked like;



Then below I went to read the source code to understand what happens, where I 
saw that there is no sanitization or validation of the $file variable making to 
vulnerable to file inclusion attacks;

To try this I used ../../../../../../ sequence to move up the directory structure so that I 
can access higher-level directories and even view all the passwords in the system as 
seen below;

5.File Upload
This is a feature where users can upload something to the server and if not secured 
it can be very dangerous.
The landing page of the task looked like this below;



Then on reading the source code, I saw a form to upload a file and even on trying to 
upload a .php file it was sent successfully which is a bad security feature already as 
there is no sanitization;

I created a .php file with a reverse shell command inside and then uploaded it as 
seen below;

It was uploaded successfully and even gave me the path to where I uploaded the file 
as seen below;



I started a listener somewhere an acccessed the path where the  file was uploaded;

The listener  caught a shell as seen below;

I could even access the file I uploaded as proof of concept seen below, so this is a 
very bad and dangerous vulnerability that can compromise systems;



6.SQL Injection
Below is how the SQL injection vulnerability exploitation page looks like;

Then on reading the code I discovered that the user input $id is directly 
concatenated into the SQL query without validation or sanitization thus allowing an 
attacker to inject malicious SQL statements and extract or manipulate the database.



As the application doesn’t use prepared statements I tried uploading the query 
below;

It returned first name and last names  of all users in the application as seen below;

Now that was a very basic SQL injection, now imagine an attacker 
crafting a query to view all passwords of users from the database;
Example of a query like that is ?id=1 UNION SELECT user, password FROM 
users#



Generally these were the vulnerabilities discovered and exploited from both DVWA 
and OWASP Juice Shop.


